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�� Australia’s national internet industry organisation (est.1995)Australia’s national internet industry organisation (est.1995)
�� Members include... Members include... 

-- telecommunications carriers telecommunications carriers -- web and software developersweb and software developers

About the IIAAbout the IIA

-- telecommunications carriers telecommunications carriers -- web and software developersweb and software developers
-- content creators and publishers content creators and publishers -- internet service internet service 

providersproviders
-- educational & training firms educational & training firms -- local government agencieslocal government agencies
-- law firms law firms -- portal sitesportal sites
-- internet research analystsinternet research analysts -- hardware vendors hardware vendors 
-- banks & insurance companiesbanks & insurance companies -- online advertisers online advertisers 
-- systems integratorssystems integrators -- internet security providersinternet security providers
-- and businesses doing, or helping others to do eand businesses doing, or helping others to do e--commercecommerce



Our missionOur mission

� As a voice for the industry, the IIA provides 
policy input to government and advocacy on a 
range of business and regulatory issues, to range of business and regulatory issues, to 
promote laws and initiatives which enhance 
access, equity, reliability and growth of the 
medium within Australia.



4 policy updates4 policy updates

� NBN
� Copyright
� Filtering 
� Security



NBN chronologyNBN chronology

� 1998-2005 – several reports, little substantive action

� 2006 IIA Targets called for a “nation building” approach to � 2006 IIA Targets called for a “nation building” approach to 
broadband

� 2007 election policy of the ALP endorsed this position

� 2008 NBN process mired in controversy, vitriol and threats; 
Telstra essentially boycotts the process 

� 2009 NBN process ultimately scuppered and a new policy 
announced 4 weeks ago



Key elements of the new policyKey elements of the new policy

� $43bn plan to connect 90 percent of all Australian homes, schools 
and workplaces with broadband services with speeds up to 100 
megabits per second megabits per second 

� The balance connected with next generation wireless and satellite 
technologies that will deliver broadband speeds of 12 megabits 
per second 

� Critically, an open access, wholesale network

� Separation between infrastructure & service providers



� The Government will sell down within 5 years after the network 
is built and fully operational, consistent with [subject to] market 
conditions & security considerations

� funded through the Building Australia Fund and the issuance of 
Aussie Infrastructure Bonds (AIBs); private equity

� For now, $250mill to immediately to address regional backhaul 
blackspots



How’s it going to happen?How’s it going to happen?

� NBNCo formed
� Initial $4.7 billion investment
� Implementation study� Implementation study

� operating arrangements, network design (9 mths - Feb 2010)
� EOI for lead and specialist consultants (May RFT, June start)

� Tasmanian FTTP connections from July
� $250 million for regional back haul capacity and black spots (12 

May RFT)
� Consultation on regulatory regime (June 3)
� First tranche of legislation in August
� mandatory FTTP for ‘greenfield’ building developments



Political responsePolitical response

Calls in the auditor general…
“The Coalition maintained from the beginning that this 
RFP process was fundamentally flawed and its 
subsequent collapse and failure to produce a successful 
outcome vindicated this view,” Senator Minchin said. 
“The Rudd Government wasted almost 18 months and 
$20 million on a tender which was based on totally 
unrealistic key objectives, which the bidders themselves 
confirmed could not be met.”



Fanciful Fanciful 
nonsense?nonsense?





Copyright Copyright -- internationallyinternationally

� NZ s 92a – a sorry tale
� French three strikes Bill "Création et Internet"
� UK Carter review “Digital Britain”� UK Carter review “Digital Britain”
� EU resolution April 2008 "...to avoid adopting measures 

conflicting with civil liberties and human rights with the 
principles of proportionality, effectiveness and dissuasiveness, 
such as interruption of Internet access." This week, underlined 
its position that any limitation on access needs judicial step

� ACTA – global treaty with new enforcement measures
� Pirate Bay founders found guilty (April 09)
� Eircom – notice and notice; blocking sites
� Australia – iiNet litigation a major test case



Commerce & Justice Minister Simon Power initially 
delayed the amendment, and has now frozen it delayed the amendment, and has now frozen it 
indefinitely

Lacks “certainty, proportionality or agreement”

Review and rewrite of the entire Copyright Act



NZ copyrightNZ copyright

� Section 92a was a failed attempt to update the now archaic 
legislation for the iPod age, which saw public outcry of a 
perceived invasion of privacyperceived invasion of privacy



FilteringFiltering

�� ALP policy backflip on March 21, 2006ALP policy backflip on March 21, 2006
�� requires all ISPs to offer mandatory server level blocking of requires all ISPs to offer mandatory server level blocking of 

“illegal sites” using a list based on the (UK) BT cleanfeed “illegal sites” using a list based on the (UK) BT cleanfeed “illegal sites” using a list based on the (UK) BT cleanfeed “illegal sites” using a list based on the (UK) BT cleanfeed 
serviceservice

�� Nov. 2007 policy morphs into “content identified as prohibited Nov. 2007 policy morphs into “content identified as prohibited 
by the ACMA”by the ACMA”

�� 2009: now content which would be “refused classification” by 2009: now content which would be “refused classification” by 
the OFLCthe OFLC

�� But only if considered feasible according to the current trialBut only if considered feasible according to the current trial
�� Legislation is planned; its success is less certainLegislation is planned; its success is less certain
�� Quaere whether the $45 million allocation will persistQuaere whether the $45 million allocation will persist
�� Live issues: mandatory filtering, opt in, scope creepLive issues: mandatory filtering, opt in, scope creep



Meanwhile…Meanwhile…

� websites displaying child pornography fell by almost 10 
percent in 2008, down nearly 21 percent since 2006 according 
to the UK-based Internet Watch Foundation (IWF) last weekto the UK-based Internet Watch Foundation (IWF) last week

� criminals use "incredibly high-tech" methods 
to take users to abuse sites and to cover their tracks, 
including server-hopping across continents



Security updateSecurity update
� malicious code activity continued to grow at a record pace 

throughout 2008, primarily targeting confidential information of 
computer users

� Web surfing remained the primary source of new infections in 2008

� Threats with a keystroke-logging capability - which can be used to 
steal information such as online bank account credentials - made 
up 76% of threats to confidential information

� well-organised thriving underground economy specialising in the 
sale of stolen confidential data, particularly credit card and bank 
account credentials

Symantec 28 April 09



SpamSpam

� a 192% increase in spam detected across the Internet as a 
whole in 2008

� In 2008, bot networks were responsible for the distribution of 
approximately 90% of all spam

� an average of more than 75 000 new active bot-infected 
computers each day, a 31% increase from 2007

� In Australia zombied computers have more than doubled 
over the past 12 mths Threatmetrix March 2009



Security 2Security 2

� In Q1 2009, nearly twelve million new IP addresses operating as 
“zombies”

� China and the United States have been jostling for the top spot 
over the past three quarters and dominate in the number of 
zombie machines under the control of spammers

� Since Q3 2008, Australia has rocketed up to the number three 
spot, accounting for six percent of all new zombies

McAfee 6 May 2009



Pysb0t Pysb0t –– March 25March 25thth 20092009
� A new botnet first known to be capable of directly infecting 

routers and cable/DSL modems
� suspected to have originated in Australia!
� Proof of concept attack
� Targets a wide range of devices models and makes  
� Uses brute force entry attack 
� Permits greater levels of stealth than attacking PCs; you have to 

monitor traffic coming in and out of the router which is generally 
not available via the PC

� 24 hr capability; no evidence except maybe speed and billshock!
� Reset to factory setting, use strong passwords, monitor, turn off



AusCERT Security Survey 2008AusCERT Security Survey 2008
� AusCERT: Of the 36% of respondents with home WiFi networks, 

9% do not secure them

� Five percent of respondents admitted they used their neighbour's 
open (ie insecure) WiFi network to connect to the Internet

� Reasons for leaving wifi network open:-
� Don't know how to secure it 42%
� Quicker and easier not to 17% 
� Haven't got around to it 6%
� Security risk not high enough 3%

� ACMA AISI initiative and the IIA eSecurity Code
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